Abstract: A combined logic-and model-based approach to fault detection and identification (FDI) in a suction foot control system of a wall-climbing robot is presented in this paper. For the control system, some fault models are derived by kinematics analysis. Moreover, the logic relations of the system states are known in advance. First, a fault tree is used to analyze the system by evaluating the basic events (elementary causes), which can lead to a root event (a particular fault). Then, a multiple-model adaptive estimation algorithm is used to detect and identify the model-known faults. Finally, based on the system states of the robot and the results of the estimation, the model-unknown faults are also identified using logical reasoning. Experiments show that the proposed approach based on the combination of logical reasoning and model estimating is efficient in the FDI of the robot.
Introduction
Fault detection and identification (FDI) are very important for assuring robot reliability and safety. If any existing faults are not detected promptly, it is quite possible to cause a significant or irreparable havoc. Over the years, many different FDI techniques making use of either model-based approach or model-free approach have been proposed. Modelbased FDI depends heavily on an analytical model of the robot system. Based on the concept of analytical redundancy in this approach, a residual signal is generated by comparing the measured output signal and the estimated one from a nominal system model. After processing, this residual can be used as the indicator of the fault. In [1] , a multi-model based approach to fault detection and diagnosis of internal sensors for a mobile robot was proposed. Three failure modes (hard failure mode, noise failure mode, and scale failure mode) of the sensor were handled. In [2] , a prediction error-based dead-zone residual function and a nonlinear observer were used to detect and identify a class of actuator faults. Advantages of the proposed FDI method were that they were based on the nonlinear dynamic model of a robot manipulator, did not require acceleration measurements, and were independent of the controller. In [3] , a multiple particle filter based approach to fault diagnosis of the dead reckoning system of mobile robots was presented. A rule-based inference engine was employed to determine which particle filter would be associated with the current movement state. This approach decreased the particle number and increased the accuracy and efficiency of each particle filter. In [4] , a fault detection and isolation system was designed to improve an omnidirectional robot's robustness and availability. The fault models were described, and four FDI systems were developed based on extended Kalman and particle filters. In [5] , a modified multiple fading Kalman filtering algorithm was proposed. This algorithm was optimal and self-adaptive, and hence improved the classical fading filtering method for fault detection and toleration. For nonlinear or uncertain systems, model-based FDI approaches do not perform well. Consequently, modelfree FDI approaches have been proposed. In [6] , two artificial neural networks were employed in a fault detection and isolation system for cooperative robotic manipulators. This FDI method could be applied to cooperative systems with more robots. In [7] , joint reliability design for the Chinese space robotic arm was discussed. A fault tree of the system was built to implement fault detection and toleration.
In this paper, we present a combined logic-and modelbased approach to detect and identify the faults in the suction foot control system of a wall-climbing robot. The organization of the paper is as follows. Section 2 briefly describes the mechanical structure and the suction foot control system of the robot. Section 3 proposes the novel FDI approach. Section 4 analyzes the experimental results of the FDI in the robot platform. Finally, Section 5 outlines the main conclusions in this work, as well as the future plan.
Wall-climbing robot
The mechanical structure of the wall-climbing robot is designed as a bipedal robot with an under-actuated mechanism [8] , which includes four revolute pairs and one prismatic pair. As shown in Fig.1 , two motors (motors 1 and 3) independently drive joints 1 and 5, respectively, thereby adjusting the tilt angle of the suction feet 1 and 2 so that the robot can grip the surface firmly. Motor 2 drives joint 3 to represent the prismatic motion of the legs that allows the robot to expand and contract its legs. Both joints 2 and 4 are passive revolute joints, which provide steering capability of the feet relative to the legs by motion coupling with joint 3.
The wall-climbing robot is supported by two suction feet, which provide the robot with the ability to walk on a hori-zontal surface as well as climb a vertical wall. The structure of the suction foot is shown in Fig.2 . The main components of the suction foot include a diaphragm-type vacuum pump, a suction cup, a pressure sensor and a micro machined shape memory alloy valve. The pump is connected to the suction cup through a custom designed aluminum connector. The connector integrates the foot components and serves as a mounting platform for the robot body. The suction cup with cleats is used for adherence. The cleats increase the rigidity of the grip and provide a larger contact area to reduce slippage. The pressure sensor monitors the pressure level inside the suction cup to ensure that the foot is firmly attached to the object surface. The foot is released through the actuation of the valve by a signal from the robot controller. Two touch sensors are attached symmetrically to the suction cup in diametrical directions. This gives information on which part of the suction cup has touched the surface and facilitates the robot in adjusting the suction foot orientation.
During the process of transiting from a floor to a wall surface, the robot needs to adjust the orientation of the suction foot in order that the suction cup can fully touch the object surface. The sequence of the joint motions to adjust the suction foot orientation is as follows.
Step 1 Rotate joint 1 to get the suction cup (foot 2) near the object surface.
Step 2 When either touch sensors attached to the suction cup generates a signal (the signal means that this part of the suction cup has touched the object surface), rotate joint 5 to get the untouched part near the object surface.
Step 3 If neither touch sensor has generated a signal, perform Step 1.
Step 4 When both touch sensors generate signals simultaneously, start the vacuum pump and monitor the pressure level inside the suction cup by the pressure sensor to ensure that foot 2 is firmly attached to the object surface.
FDI approach
The proposed FDI approach to the wall-climbing robot is based entirely on a combination of logical reasoning and model estimating, as shown schematically in Fig.3 . For the suction foot control system of the robot, some fault models can be correctly derived through kinematics analysis, and furthermore, the logic relations of the system states are known in advance. In this FDI architecture, first, a fault tree (FT) constructed from the object system is used in the faults analysis of the robot by evaluating the basic events (fault symptoms), which can lead to a root event (a particular fault). As a result, the faults are divided into two types, model-known faults and model-unknown faults. Second, a model estimation algorithm using Kalman filter (KF) is introduced to detect and estimate the probability that the model-known faults have occurred. Finally, based on the estimation results and the system states, the model-unknown faults are also identified by logical reasoning.
Fault tree analysis
A fault tree analysis (FTA) [9, 10] is used to represent the combination of elementary causes (basic events) that lead to the occurrence of a catastrophic fault, denoted as a root event. The classical FTA methodology is based on the following assumptions:
· Components are represented by binary logic, i.e., "0" and "1"; · Relationships between events and causes are represented by means of logical AND and OR gates; · Events are statistically independent. The FTA is carried out in two aspects: a qualitative analysis and a quantitative analysis. In the qualitative analysis, the list of all the possible combinations of basic events (minimal cut sets, MCS) leading to the root event is determined. This analysis is of crucial importance in reliability and safety studies since it allows the analyst to enumerate all the possible causes of the fault for the system and to rank them according to their logical criticality. If a probability of occurrence can be assigned to each leaf of the FT, the quantitative analysis can be carried out and the probability of occurrence of the root event or of any MCS can be calculated.
The key to the FTA is to construct the fault tree, i.e., fault tree synthesis (FTS). In simple cases, the top-down FTS is a common approach. This approach is to begin with a top event and develop the tree in a top-down fashion using logical AND and OR gates to relate output to input events.
These input events are further expanded using additional AND and OR gates. This process is continued until basic events are the inputs.
The symbols used in the FTA are described in Fig.4 . Fig. 4 Symbols of the FTA.
The fault tree constructed from the suction foot control system of the wall-climbing robot is shown in Fig.5 . The root event is denoted as T 1 (the suction foot is not firmly attached to the object surface). The basic events are denoted as b 1 (a fault in the vacuum pump), b 2 (a leak fault in the valve), b 3 (a fault in the touch sensor 1), and b 4 (a fault in the touch sensor 2), respectively. The middle events are denoted as M 1 (the pressure level inside the suction cup is too high), M 2 (the robot has arrived at a limit position in the configuration space), M 3 (the rotational angle of joint 5 overruns a limit), and M 4 (the rotational angle of joint 1 overruns a limit), respectively.
Model estimation algorithm
The multiple-model adaptive estimation algorithm is composed of a bank of parallel Kalman filters, each with a different internal fault model, and a hypothesis testing computation, as diagrammatically shown in Fig.6 [11] . Each Kalman filter uses its own fault model, along with a given input (u), to develop an estimation of the current system states (x k ), independent of the other filters. The filter then uses this estimation, along with the current measurement of those states (z), to form the residual (r k ), which is the difference between the measurement and the filter's prediction of the measurements before they arrive. The residuals from the filters are used by the hypothesis testing computation as a relative indication of how close each of the filter models are to the true model. The smaller the residual is, the closer the filter model matches the true model. The hypothesis testing computation first scales the residuals to account for various uncertainties and noises in the measurements, and then computes the conditional probability for each of the hypotheses modeled in the bank of Kalman filters (p k ). These probabilities are then used to weigh the individual Kalman filter state estimates to produce a blended estimation of the true states (x MMAE ). When used for fault identification, each of the Kalman filters would model a different fault condition, and the residuals from each filter would indicate how close that filter's model is to the actual fault condition. By monitoring these residuals, the hypothesis test computation can estimate the current fault status of the system (â).
The model for the kth filter is assumed to be a linear timeinvariant, discrete-time system of the form, 
The state estimatex k (t + i−1 ) and its covariance matrix P k (t + i−1 ) are propagated forward from time t i−1 to time t i by the discrete time propagation equationŝ
The propagated optimal state estimate and its covariance matrix are then updated with information from the current measurement z(t i ) weighted according to a Kalman filter gain K k (t i ). The update equations are
Given that fault k has occurred (1 k n), the measurement history vector is
The conditional density function of the measurement
where a k is a vector of parameters specific to the kth fault; m is the dimension of the measurement vector z(t i ); S k is the covariance of the residual. The conditional probability p k can be computed as
.
Experiments
The assignment of coordinate frames based on DenavitHartenberg method for deriving the fault models of the wallclimbing robot is shown in Fig.7 . In terms of the robot kinematics, the fault models of the touch sensors 1 and 2 attached to the suction cup are given by the following equations (14) and (15), respectively.
where
T denotes the position (X-axes and Y -axes) of the touch sensor 1 with respect to the reference frame;
T denotes the position (Xaxes and Y -axes) of the touch sensor 2 with respect to the reference frame; u i (i = 1, 2, 3, 4) in the input vector
T is defined as a function of the joint variables θ 1 and θ 2 ;
T denote the noise vectors with zero-mean white Gaussian sequences. Their statistics characteristics are defined as the equations from (2) to (5) . Two pieces of aluminum boards are employed to build an experimental environment, simulating a connection between differently inclined surfaces. The wall-climbing robot with some faults in the suction foot control system transits from one board surface to another board surface, but fails to produce enough gripping force. The experimental results of the proposed FDI are shown in Fig.8 and Fig.9 .
In Fig.8(a) , the case of the touch sensor 1 fault is presented. It can be seen that at about 4 s, the rotational angle θ 2 of the joint 5 is 128 degree, and overruns a maximum limit value. The suction cup becomes a severe transform because of the kinematic interference. However, touch sensor 1 has not generated a touch signal. At the same time, the fault conditional probability curve calculated based on the model estimation rises sharply from 0 to 0.9. So the FDI system raises an alarm that the touch sensor 1 fault has occurred.
Similar to the first case, the touch sensor 2 fault case is presented in Fig.8(b) . At about 4 s, the rotational angle θ 2 of the joint 5 is 100 degree, and overruns a minimum limit value. Because of the kinematic interference, the suction cup comes into being a severe transform. However, the touch sensor 2 has not generated a touch signal. By considering the model estimating residuals, the fault conditional probability curve calculated online rises sharply from 0 to upwards of 0.9. The touch sensor 2 fault has occurred and identified by the FDI system. Fig.8(c) shows that both of the touch sensors 1 and 2 faults occur. In this case, the rotational angle θ 1 of the joint 1 is about 101 degree at 8 s, and the kinematic interference happens. At the same time, the fault conditional probability curve calculated based on the model estimation rises gently from 0 to 0.8. Considering the fact that there is no touch signal generated from two touch sensors, the FDI system concludes that both touch sensors 1 and 2 are failures. In Fig.9 , the valve leak fault case is presented. In this case, first, it is confirmed that the two touch sensors are faultless based on the sensor data and the model estimation. Moreover, the sampling value p monitored by the pressure sensor is 0.2. According to the second logic rule mentioned above, the FDI system deduces that the leak fault in the valve has occurred. 
Conclusions
This paper presents a novel approach to FDI in the suction foot control system of the wall-climbing robot. For this control system, the fault models of the touch sensors can be correctly derived from the robot kinematics analysis. Moreover, the logic relations of the system states are known in advance. In this work, based on the combination of the logic reasoning and the model estimating, the proposed FDI approach is able to detect and identify all faults online that occur in the suction foot control system. The experimentation and the obtained results suggest that this FDI approach is reliable and easily applicable to other robot platforms. In the future, we plan to improve the FDI applications, especially the fault-tolerant control for the wall-climbing robot.
